
 
 

UTAH STUDENT DATA PRIVACY  AGREEMENT 

VeUVion 2.0 

 

North Sanpete School DIstrict  
 

and 
 

 

 

IXL Learning� Inc� 

 

 

Februars ÂÁ� ÃÁÃÂ  



ThiV UWah SWXdenW DaWa PUiYac\ AgUeemenW (³DPA´) iV enWeUed inWo b\ and beWZeen Whe              
NoUWh SanpeWe School DiVWUicW  (heUeinafWeU UefeUUed Wo aV ³LEA´) and ​ ​IXL LeaUning, Inc. 
(heUeinafWeU UefeUUed Wo aV ³ConWUacWoU´) on FebUXaU\ 10, 2021. The PaUWieV agUee Wo Whe WeUmV aV 
VWaWed heUein. 

 

RECITALS 
 
WHEREAS, ​Whe ConWUacWoU haV agUeed Wo pUoYide Whe Local EdXcaWion Agenc\ (³LEA´) ZiWh             
ceUWain digiWal edXcaWional VeUYiceV (³SeUYiceV´) pXUVXanW Wo a conWUacW daWed 
(³SeUYice AgUeemenW´); and 

 
WHEREAS, ​in oUdeU Wo pUoYide Whe SeUYiceV deVcUibed in Whe SeUYice AgUeemenW, Whe ConWUacWoU              
ma\ UeceiYe oU cUeaWe, and Whe LEA ma\ pUoYide docXmenWV oU daWa WhaW aUe coYeUed b\ VeYeUal                 
fedeUal VWaWXWeV, among Whem, Whe Famil\ EdXcaWional RighWV and PUiYac\ AcW (³FERPA´) aW 20 
U.S.C. 1232g (34 CFR PaUW 99), ChildUen¶V Online PUiYac\ PUoWecWion AcW (³COPPA´), 15 U.S.C. 
6501-6506; PUoWecWion of PXpil RighWV AmendmenW (³PPRA´) 20 U.S.C. 1232h; and 

 
WHEREAS, ​Whe docXmenWV and daWa WUanVfeUUed fUom LEAV and cUeaWed b\ Whe ConWUacWoU¶V             
SeUYiceV aUe alVo VXbjecW Wo UWah VWaWe VWXdenW pUiYac\ laZV, inclXding Whe UWah SWXdenW DaWa               
PUoWecWion AcW UCA SecWion 53E-9; and 

 
WHEREAS ​, foU Whe pXUpoVeV of WhiV DPA, ConWUacWoU iV a Vchool official ZiWh legiWimaWe              
edXcaWional inWeUeVWV in acceVVing EdXcaWion RecoUdV pXUVXanW Wo Whe SeUYice AgUeemenW foU Whe             
limiWed pXUpoVeV of WhiV DPA; and 

 
WHEREAS ​, Whe PaUWieV ZiVh Wo enWeU inWo WhiV DPA Wo enVXUe WhaW Whe SeUYice AgUeemenW               
confoUmV Wo Whe UeTXiUemenWV of Whe pUiYac\ laZV UefeUUed Wo aboYe and Wo eVWabliVh implemenWing               
pUocedXUeV and dXWieV; and 

 

 
NOW THEREFORE, ​foU good and YalXable conVideUaWion, Whe paUWieV agUee aV folloZV: 

 

 
ARTICLE I: PURPOSE AND SCOPE 

 

1. ​Purpose of DPA​. The pXUpoVe of WhiV DPA iV Wo deVcUibe Whe dXWieV and UeVponVibiliWieV Wo                 
pUoWecW VWXdenW daWa WUanVmiWWed Wo ConWUacWoU fUom LEA pXUVXanW Wo Whe SeUYice AgUeemenW,             
inclXding compliance ZiWh all applicable VWaWXWeV, inclXding Whe FERPA, COPPA, PPRA and oWheU             
applicable UWah SWaWe laZV, all aV ma\ be amended fUom Wime Wo Wime. In peUfoUming WheVe VeUYiceV,                 
Whe ConWUacWoU Vhall be conVideUed a School Official ZiWh a legiWimaWe edXcaWional inWeUeVW,             
and peUfoUming VeUYiceV oWheUZiVe pUoYided b\ Whe LEA. WiWh UeVpecW Wo Whe XVe and mainWenance               
of SWXdenW DaWa, ConWUacWoU Vhall be XndeU Whe diUecW conWUol and VXpeUYiVion of Whe LEA. 



2. ​Nature of Services Provided ​. The ConWUacWoU haV agUeed Wo pUoYide digiWal edXcaWional             
pUodXcWV and VeUYiceV oXWlined in ​E[hibiW ³A´​. 

 
3. ​Student Data to Be Provided ​. The PaUWieV Vhall indicaWe Whe caWegoUieV of VWXdenW daWa Wo be                 
pUoYided in Whe SchedXle of DaWa, aWWached aV ​E[hibiW ³B´ ​. 

 
 
4. ​DPA Definitions ​. The definiWion of WeUmV XVed in WhiV DPA iV foXnd in ​E[hibiW ³C ​́. In Whe                  
eYenW of a conflicW, definiWionV XVed in WhiV DPA Vhall pUeYail oYeU WeUm XVed in Whe SeUYice                 
AgUeemenW. 

 
ARTICLE II: DATA OWNERSHIP AND AUTHORIZED ACCESS 

 
1.  ​Student Data Propert\ of LEA ​. All SWXdenW DaWa WUanVmiWWed Wo Whe ConWUacWoU pXUVXanW Wo Whe 
SeUYice AgUeemenW iV and Zill conWinXe Wo be Whe pUopeUW\ of Whe VWXdenW ​. 

 
2. ​Parent Access​. The LEA Vhall eVWabliVh UeaVonable pUocedXUeV b\ Zhich a paUenW, legal              
gXaUdian, oU eligible VWXdenW ma\ UeTXeVW Whe oppoUWXniW\ Wo inVpecW and UeYieZ SWXdenW DaWa in Whe                
VWXdenW'V UecoUdV, and Veek Wo amend SWXdenW DaWa WhaW aUe inaccXUaWe, miVleading oU in YiolaWion of                
Whe VWXdenW'V UighW of pUiYac\. ConWUacWoU Vhall UeVpond in a Wimel\ manneU (and no laWeU Whan 45                 
da\V fUom Whe daWe of Whe UeTXeVW) Wo Whe LEA¶V UeTXeVW foU SWXdenW DaWa in a VWXdenW'V UecoUdV held                   
b\ Whe ConWUacWoU Wo YieZ oU coUUecW aV neceVVaU\. In Whe eYenW WhaW a paUenW of a VWXdenW oU oWheU                    
indiYidXal conWacWV Whe ConWUacWoU Wo UeYieZ an\ of Whe SWXdenW DaWa acceVVed pXUVXanW Wo Whe               
SeUYiceV, Whe ConWUacWoU Vhall UefeU Whe paUenW oU indiYidXal Wo Whe LEA, Zho Zill folloZ Whe                
neceVVaU\ and pUopeU pUocedXUeV UegaUding Whe UeTXeVWed infoUmaWion. 

 
3. ​Third Part\ Request​. ShoXld a ThiUd PaUW\, inclXding laZ enfoUcemenW and goYeUnmenW             
enWiWieV, UeTXeVW daWa held b\ Whe ConWUacWoU pXUVXanW Wo Whe SeUYiceV AgUeemenW, Whe ConWUacWoU              
Vhall UediUecW Whe ThiUd PaUW\ Wo UeTXeVW Whe daWa diUecWl\ fUom Whe LEA. ConWUacWoU Vhall noWif\ Whe                 
LEA in adYance of a compelled diVcloVXUe Wo a ThiUd PaUW\. ConWUacWoU Vhall VhaUe SWXdenW DaWa                
ZiWh laZ enfoUcemenW if UeTXiUed b\ laZ oU coXUW oUdeU. 

 
4. ​Subprocessors ​. ConWUacWoU Vhall enWeU inWo ZUiWWen agUeemenWV ZiWh all SXbpUoceVVoUV           
peUfoUming fXncWionV pXUVXanW Wo Whe SeUYice AgUeemenW, ZheUeb\ Whe SXbpUoceVVoUV agUee Wo            
pUoWecW SWXdenW DaWa in a manneU conViVWenW ZiWh Whe WeUmV of WhiV DPA. ConWUacWoU Vhall pUoYide                
Whe LEA ZiWh a deVcUipWion of Whe VXbpUoceVVoUV oU W\peV of VXbpUoceVVoUV Zho haYe acceVV Wo Whe                 
LEA'V VWXdenW daWa and Vhall XpdaWe Whe liVW aV neZ VXbpUoceVVoUV aUe added. 

 
 
 

ARTICLE III: DUTIES OF CONTRACTOR 
 
1. ​Privac\ Compliance​. The ConWUacWoU Vhall compl\ ZiWh all applicable VWaWe and fedeUal laZV              
and UegXlaWionV peUWaining Wo daWa pUiYac\ and VecXUiW\, inclXding FERPA, COPPA, PPRA and all              
oWheU UWah pUiYac\ VWaWXWeV aV Whe\ UelaWe Wo Whe collecWion, XVe, VWoUage, oU VhaUing of VWXdenW daWa. 

 
2. ​Authori]ed Use​. The daWa VhaUed pXUVXanW Wo Whe SeUYice AgUeemenW, inclXding peUViVWenW             



XniTXe idenWifieUV, Vhall be XVed foU no pXUpoVe oWheU Whan Whe SeUYiceV VWaWed in Whe SeUYice 



AgUeemenW and/oU oWheUZiVe aXWhoUi]ed XndeU Whe VWaWXWeV UefeUenced in Whe pUioU VXbVecWion.            
ConWUacWoU alVo acknoZledgeV and agUeeV WhaW iW Vhall noW make an\ Ue-diVcloVXUe of an\ SWXdenW               
DaWa. 

 
3. ​Emplo\ee Obligation ​. ConWUacWoU Vhall UeTXiUe all emplo\eeV and VXbpUoceVVoUV Zho haYe            
acceVV Wo SWXdenW DaWa Wo compl\ ZiWh all applicable pUoYiVionV of WhiV DPA ZiWh UeVpecW Wo Whe                 
daWa VhaUed XndeU Whe SeUYice AgUeemenW. 

 

 

4. ​Use of De-identified information ​. De-idenWified infoUmaWion ma\ be XVed b\ Whe ConWUacWoU foU              
Whe pXUpoVeV of deYelopmenW, UeVeaUch, and impUoYemenW of edXcaWional ViWeV, VeUYiceV, oU            
applicaWionV, aV an\ oWheU membeU of Whe pXblic oU paUW\ ZoXld be able Wo XVe de-idenWified daWa                 
pXUVXanW Wo 34 CFR 99.31(b). ConWUacWoU agUeeV noW Wo aWWempW Wo Ue-idenWif\ de-idenWified SWXdenW              
DaWa. 

 
5. ​Disposition of Data​. Upon ZUiWWen UeTXeVW ConWUacWoU Vhall diVpoVe oU deleWe all SWXdenW DaWa               
obWained XndeU Whe SeUYice AgUeemenW Zhen iW iV no longeU needed foU Whe pXUpoVe foU Zhich iW                 
ZaV obWained. The dXW\ Wo diVpoVe of SWXdenW DaWa Vhall noW e[Wend Wo daWa WhaW haV been de-                  
idenWified. The LEA ma\ emplo\ a ³ReTXeVW foU ReWXUn oU DeleWion of SWXdenW DaWa´ foUm, a cop\                 
of Zhich iV aWWached heUeWo aV ​E[hibiW ³D´. Upon UeceipW of a UeTXeVW fUom Whe LEA, Whe                 
ConWUacWoU Zill immediaWel\ pUoYide Whe LEA ZiWh an\ Vpecified poUWion of Whe SWXdenW DaWa              
ZiWhin 10 calendaU da\V of UeceipW of Vaid UeTXeVW. 

 
6. ​Additional Acceptable Uses of Student Data​. ConWUacWoU iV pUohibiWed fUom XVing SWXdenW 
DaWa foU an\ VecondaU\ XVe noW deVcUibed in WhiV agUeemenW e[cepW: 

 
a.   foU adapWiYe leaUning oU cXVWomi]ed VWXdenW leaUning pXUpoVeV; 
b. Wo maUkeW an edXcaWional applicaWion oU pUodXcW Wo a paUenW oU legal gXaUdian of a VWXdenW                 

if ConWUacWoU did noW XVe DaWa, VhaUed b\ oU collecWed peU WhiV ConWUacW, Wo maUkeW Whe                
edXcaWional applicaWion oU pUodXcW; 

c.   Wo XVe a UecommendaWion engine Wo Uecommend Wo a VWXdenW 
i. conWenW WhaW UelaWeV Wo leaUning oU emplo\menW, ZiWhin Whe WhiUd-paUW\          

conWUacWoU'V inWeUnal applicaWion, if Whe UecommendaWion iV noW moWiYaWed b\          
pa\menW oU oWheU conVideUaWion fUom anoWheU paUW\; oU 

ii. VeUYiceV WhaW UelaWe Wo leaUning oU emplo\menW, ZiWhin Whe WhiUd-paUW\          
conWUacWoU'V inWeUnal applicaWion, if Whe UecommendaWion iV noW moWiYaWed b\          
pa\menW oU oWheU conVideUaWion fUom anoWheU paUW\; 

d. Wo UeVpond Wo a VWXdenW UeTXeVW foU infoUmaWion oU feedback, if Whe conWenW of Whe                
UeVponVe iV noW moWiYaWed b\ pa\menW oU oWheU conVideUaWion fUom anoWheU paUW\.; and 

e. Wo XVe DaWa Wo alloZ oU impUoYe opeUabiliW\ and fXncWionaliW\ of Whe WhiUd-paUW\              
conWUacWoU'V inWeUnal  applicaWion. 

 

 
 

ARTICLE IV: DATA PROVISIONS 
 
1. Data Securit\ ​. The ConWUacWoU agUeeV Wo abide b\ and mainWain adeTXaWe daWa VecXUiW\              
meaVXUeV, conViVWenW ZiWh VWandaUdV and beVW pUacWiceV ZiWhin Whe edXcaWional Wechnolog\ indXVWU\, 



and Wo pUoWecW SWXdenW DaWa fUom XnaXWhoUi]ed diVcloVXUe oU acTXiViWion b\ an XnaXWhoUi]ed             
peUVon. TheVe meaVXUeV Vhall inclXde, bXW aUe noW limiWed Wo: 

 
a. Passwords and Emplo\ee Access​. ConWUacWoU Vhall VecXUe XVeUnameV, paVVZoUdV,         

and an\ oWheU meanV of gaining acceVV Wo Whe SeUYiceV oU Wo SWXdenW DaWa. ConWUacWoU               
Vhall onl\ pUoYide acceVV Wo SWXdenW DaWa Wo emplo\eeV oU conWUacWoUV WhaW aUe             
peUfoUming Whe SeUYiceV. 

 
b. Securit\ Protocols ​. BoWh paUWieV agUee Wo mainWain VecXUiW\ pUoWocolV WhaW meeW           

indXVWU\ VWandaUdV in Whe WUanVfeU oU WUanVmiVVion of an\ daWa, inclXding enVXUing WhaW             
daWa ma\ onl\ be YieZed oU acceVVed b\ paUWieV legall\ alloZed Wo do Vo. ConWUacWoU               
Vhall mainWain all daWa obWained oU geneUaWed pXUVXanW Wo Whe SeUYice AgUeemenW in a              
VecXUe digiWal enYiUonmenW and noW cop\, UepUodXce, oU WUanVmiW daWa obWained pXUVXanW            
Wo Whe SeUYice AgUeemenW, e[cepW aV neceVVaU\ Wo fXlfill Whe pXUpoVe of daWa UeTXeVWV b\               
LEA. 

 
c. Securit\ Technolog\ ​. ConWUacWoU Vhall emplo\ inWeUneW indXVWU\ VWandaUd        

meaVXUeV Wo pUoWecW daWa fUom XnaXWhoUi]ed acceVV Zhile Whe daWa iV in WUanViW oU aW UeVW.                
The VeUYice VecXUiW\ meaVXUeV Vhall inclXde VeUYeU aXWhenWicaWion and daWa encU\pWion.           
ConWUacWoU Vhall hoVW daWa pXUVXanW Wo Whe SeUYice AgUeemenW in an enYiUonmenW XVing a              
fiUeZall WhaW iV XpdaWed accoUding Wo indXVWU\ VWandaUdV. 

 
d. Audit Rights ​. Upon UeaVonable noWice, and aW Whe UeTXeVW of Whe LEA, Whe LEA oU               

Whe LEA¶V deVignee ma\ aXdiW Whe ConWUacWoU Wo YeUif\ compliance ZiWh WhiV DPA, aV              
UeTXiUed b\ Whe UWah SWXdenW DaWa PUoWecWion AcW. 

 
2. ​Data Breach ​. In Whe eYenW WhaW ConWUacWoU diVcoYeUV WhaW SWXdenW DaWa haV been acceVVed oU                
obWained b\ an XnaXWhoUi]ed indiYidXal, ConWUacWoU Vhall pUoYide noWificaWion Wo LEA ZiWhin a             
UeaVonable amoXnW of Wime of Whe incidenW, noW Wo e[ceed 72 hoXUV. 

 
ARTICLE V- GENERAL OFFER OF PRIVACY TERMS 

DELETED 
ARTICLE VI: MISCELLANEOUS 

 
1. ​Term ​. The ConWUacWoU Vhall be boXnd b\ WhiV DPA foU Whe dXUaWion of Whe SeUYice AgUeemenW oU                  
Vo long aV Whe ConWUacWoU mainWainV an\ SWXdenW DaWa. 

 
2. ​Termination ​. In Whe eYenW WhaW eiWheU paUW\ VeekV Wo WeUminaWe WhiV DPA, Whe\ ma\ do Vo b\                  
mXWXal ZUiWWen conVenW Vo long aV Whe SeUYice AgUeemenW haV lapVed oU haV been WeUminaWed. LEA                
Vhall haYe Whe UighW Wo WeUminaWe Whe DPA and SeUYice AgUeemenW in Whe eYenW of a maWeUial bUeach                  
of Whe WeUmV of WhiV DPA. 

 
3. ​Effect of Termination Survival ​. If Whe SeUYice AgUeemenW iV WeUminaWed, Whe ConWUacWoU Vhall 



deVWUo\ all of LEA¶V daWa pXUVXanW Wo AUWicle III, VecWion 5 aboYe. 
 
4. ​Priorit\ of Agreements ​. ThiV DPA Vhall goYeUn Whe WUeaWmenW of VWXdenW daWa in oUdeU Wo                
compl\ ZiWh pUiYac\ pUoWecWionV, inclXding WhoVe foXnd in FERPA and all applicable pUiYac\             
VWaWXWeV idenWified in WhiV DPA. In Whe eYenW WheUe iV conflicW beWZeen Whe DPA and Whe SeUYice                 
AgUeemenW, Whe DPA Vhall appl\ and Wake pUecedence. E[cepW aV deVcUibed in WhiV paUagUaph              
heUein, all oWheU pUoYiVionV of Whe SeUYice AgUeemenW Vhall Uemain in effecW. 

 
5. ​Notice​. All noWiceV oU oWheU commXnicaWion UeTXiUed oU peUmiWWed Wo be giYen heUeXndeU mXVW be                
in ZUiWing and giYen b\ peUVonal deliYeU\, oU e-mail WUanVmiVVion (if conWacW infoUmaWion iV              
pUoYided foU Whe Vpecific mode of deliYeU\), oU fiUVW-claVV mail, poVWage pUepaid, VenW Wo Whe               
deVignaWed UepUeVenWaWiYeV beloZ: 

 
a.   Designated Representatives 

The deVignaWed UepUeVenWaWiYe foU Whe LEA foU WhiV AgUeemenW iV: 

Name:   

TiWle:   
 

ConWacW InfoUmaWion: 
 
 
 

 
The deVignaWed UepUeVenWaWiYe foU Whe ConWUacWoU foU WhiV AgUeemenW iV: 

Name: ​ ConWUacWV AdminiVWUaWion Team  
TiWle:   

ConWacW InfoUmaWion: 

legalnoWiceV@i[l.com 
 
 
 
 
 
b.  

 

6. ​Entire Agreement ​. ThiV DPA conVWiWXWeV Whe enWiUe agUeemenW of Whe paUWieV UelaWing Wo Whe               
VXbjecW maWWeU heUeof and VXpeUVedeV all pUioU commXnicaWionV, UepUeVenWaWionV, oU agUeemenWV,           
oUal oU ZUiWWen, b\ Whe paUWieV UelaWing WheUeWo. ThiV DPA ma\ be amended and Whe obVeUYance of                 
an\ pUoYiVion of WhiV DPA ma\ be ZaiYed (eiWheU geneUall\ oU in an\ paUWicXlaU inVWance and eiWheU                 
UeWUoacWiYel\ oU pUoVpecWiYel\) onl\ ZiWh Whe Vigned ZUiWWen conVenW of boWh paUWieV. 

 
7. ​Severabilit\ ​. An\ pUoYiVion of WhiV DPA WhaW iV pUohibiWed oU XnenfoUceable in an\ jXUiVdicWion               
Vhall, aV Wo VXch jXUiVdicWion, be ineffecWiYe Wo Whe e[WenW of VXch pUohibiWion oU XnenfoUceabiliW\               

Amanda Morley
Amanda Morley

Amanda Morley
Data Specialist

Amanda Morley
amanda.morley@nsanpete.org



ZiWhoXW inYalidaWing Whe Uemaining pUoYiVionV of WhiV DPA, and an\ VXch pUohibiWion oU             
XnenfoUceabiliW\ in an\ jXUiVdicWion Vhall noW inYalidaWe oU UendeU XnenfoUceable VXch pUoYiVion in             
an\ oWheU jXUiVdicWion. NoWZiWhVWanding Whe foUegoing, if VXch pUoYiVion coXld be moUe naUUoZl\             
dUaZn Vo aV noW Wo be pUohibiWed oU XnenfoUceable in VXch jXUiVdicWion Zhile, aW Whe Vame Wime,                 
mainWaining Whe inWenW of Whe paUWieV, iW Vhall, aV Wo VXch jXUiVdicWion, be Vo naUUoZl\ dUaZn ZiWhoXW                 
inYalidaWing Whe Uemaining pUoYiVionV of WhiV DPA oU affecWing Whe YalidiW\ oU enfoUceabiliW\ of              
VXch pUoYiVion in an\ oWheU jXUiVdicWion. 

 
8. ​Governing Law; Venue and Jurisdiction ​. THIS DPA WILL BE GOVERNED BY AND             
CONSTRUED IN ACCORDANCE WITH THE LAWS OF THE STATE OF UTAH,           
WITHOUT REGARD TO CONFLICTS OF LAW PRINCIPLES. EACH PARTY CONSENTS          
AND SUBMITS TO THE SOLE AND EXCLUSIVE JURISDICTION TO THE STATE AND            
FEDERAL COURTS OF UTAH FOR ANY DISPUTE ARISING OUT OF OR RELATING TO             
THIS SERVICE AGREEMENT OR THE TRANSACTIONS CONTEMPLATED HEREBY. 

 
9. ​Authorit\​. ​ConWUacWoU UepUeVenWV WhaW iW iV aXWhoUi]ed Wo bind Wo Whe WeUmV of WhiV DPA,                
inclXding confidenWialiW\ and deVWUXcWion of SWXdenW DaWa and an\ poUWion WheUeof conWained            
WheUein, all UelaWed oU aVVociaWed inVWiWXWionV, indiYidXalV, emplo\eeV oU conWUacWoUV Zho ma\ haYe             
acceVV Wo Whe SWXdenW DaWa and/oU an\ poUWion WheUeof, oU ma\ oZn, leaVe oU conWUol eTXipmenW oU                 
faciliWieV of an\ kind ZheUe Whe SWXdenW DaWa and poUWion WheUeof VWoUed, mainWained oU XVed in an\                 
Za\. ConWUacWoU agUeeV WhaW an\ pXUchaVeU of Whe ConWUacWoU Vhall alVo be boXnd Wo WhiV DPA. 

 
10. ​Waiver. ​No dela\ oU omiVVion of Whe LEA Wo e[eUciVe an\ UighW heUeXndeU Vhall be conVWUXed                 
aV a ZaiYeU of an\ VXch UighW and Whe LEA UeVeUYeV Whe UighW Wo e[eUciVe an\ VXch UighW fUom Wime                    
Wo Wime, aV ofWen aV ma\ be deemed e[pedienW. LEA heUeb\ ZaiYeV and UeleaVeV an\ and all claimV                  
againVW Whe UWah SWaWe BoaUd of EdXcaWion and/oU iWV membeUV, depaUWmenWV, office, and VWaff              
(collecWiYel\, ³USBE´), foU USBE¶V effoUWV and condXcW UelaWed Wo Whe negoWiaWionV and/oU            
foUmaWion of WhiV DPA. The paUWieV agUee WhaW USBE iV noW an agenW noU a UepUeVenWaWiYe of LEA in                   
Whe foUmaWion oU e[ecXWion of WhiV DPA, and WhaW LEA negoWiaWed ZiWh ConWUacWoU aW aUm¶V lengWh                
in Whe cUeaWion of WhiV DPA. USBE iV WhXV noW UeVponVible oU liable Wo eiWheU paUW\ XndeU WhiV DPA,                   
and oZeV no dXW\ Wo eiWheU paUW\ XndeU WhiV DPA. 

 
10. Successors Bound ​. ThiV DPA iV and Vhall be binding Xpon Whe UeVpecWiYe VXcceVVoUV in inWeUeVW                
Wo  ConWUacWoU  in  Whe  eYenW  of  a  meUgeU,  acTXiViWion,  conVolidaWion  oU  oWheU  bXVineVV 



UeoUgani]aWion oU Vale of all oU VXbVWanWiall\ all of Whe aVVeWV of VXch bXVineVV. 
IN WITNESS WHEREOF​, Whe paUWieV haYe e[ecXWed WhiV UWah SWXdenW DaWa PUiYac\ AgUeemenW 
aV of Whe laVW da\ noWed beloZ. 

 

ConWUacWoU: IXL LeaUning, Inc. 
 

 
BY: DaWe:   

 
 
 

PUinWed Name:​ PaXl MiVhkin TiWle/PoViWion: ​ CEO  
 
 
 
 

Local EdXcaWion Agenc\: 
 

 
 

BY: DaWe:   
 

 
 

PUinWed Name: TiWle/PoViWion:   

2/11/2021

Amanda Morley
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Amanda Morley
Amanda Morley

Amanda Morley
Data Specialist

Amanda Morley
NORTH SANPETE SCHOOL DISTRICT



 

EXHIBIT "A" 

DESCRIPTION OF SERVICES 

 

 

https���qqq�irl�com�  

The IXL Serpice� pursuant to the IXL terms of serpice ¥qqq�irl�com�termsofserpice¦ and IXL pripacs 

polics ¥qqq�irl�com�pripacspolics¦� 

 

https���qqq�quia�com�qeb 

The Quia Serpice� pursuant to the Quia terms of serpice 

¥https���qqq�quia�com�qeb�terms¢of¢serpice�html¦ and Quia pripacs polics 

¥https���qqq�quia�com�qeb�pripacs¢polics�html¦� 



 

EXHIBIT ³B´ 
 

 

 

 
Categor\ of 

Data 

 
 

Elements 

Check 
if used 
b\ \our 
s\stem 

 Place of BiUWh  

GendeU  

EWhniciW\ oU Uace  

LangXage 
infoUmaWion 
(naWiYe, 
pUefeUUed oU 
pUimaU\ 
langXage Vpoken 
b\ VWXdenW) 

 

OWheU 
demogUaphic 
infoUmaWion- 
PleaVe Vpecif\: 

 

 

 
 
 
 
 
 
 
 
 
 

EnUollmenW 

SWXdenW Vchool 
enUollmenW 

 

SWXdenW gUade 
leYel 

X 

HomeUoom  

GXidance 
coXnVeloU 

 

Specific 
cXUUicXlXm 
pUogUamV 

 

YeaU of 
gUadXaWion 

 

OWheU 
enUollmenW 
infoUmaWion- 
PleaVe Vpecif\: 

 



SCHEDULE OF STUDENT DATA 
 

 

   

PaUenW/GXaUdian 
ConWacW 

InfoUmaWion 

AddUeVV  

Email  

Phone  

   

PaUenW/GXaUdian 
ID 

PaUenW ID 
nXmbeU (cUeaWed 

 

 
Categor\ of 

Data 

 
 

Elements 

Check 
if used 
b\ \our 
s\stem 

 
 

 
ApplicaWion 
Technolog\ 
MeWa DaWa 

IP AddUeVVeV of 
XVeUV, UVe of 
cookieV eWc. 

X 

OWheU 
applicaWion 
Wechnolog\ meWa 
daWa-PleaVe 
Vpecif\: 

X 

   

 

ApplicaWion UVe 
SWaWiVWicV 

MeWa daWa on 
XVeU inWeUacWion 
ZiWh applicaWion 

X 

   

 
 
 
 

AVVeVVmenW 

SWandaUdi]ed 
WeVW VcoUeV 

 

ObVeUYaWion 
daWa 

 

OWheU 
aVVeVVmenW daWa- 
PleaVe Vpecif\: 

X   User 

Agent 

   

 
 
 

AWWendance 

SWXdenW Vchool 
(dail\) 
aWWendance daWa 

 



 

 

SWXdenW claVV 
aWWendance daWa 

 

   

 
 

CommXnicaWion 
V 

Online 
commXnicaWionV 
WhaW aUe capWXUed 
(emailV, blog 
enWUieV) 

 

   

 

CondXcW CondXcW oU 
behaYioUal daWa 

 

   

DemogUaphicV DaWe of BiUWh  



 

 

 
Categor\ of 

Data 

 
 

Elements 

Check 
if used 
b\ \our 
s\stem 

 nXmbeU  

SWaWe ID nXmbeU X 

VendoU/App 
aVVigned VWXdenW 
ID nXmbeU 

X 

SWXdenW app 
XVeUname 

X 

SWXdenW app 
paVVZoUdV 

X 

   

 

SWXdenW Name FiUVW and/oU 
LaVW 

X 

   

 

 
 
 
 
 

SWXdenW In App 
PeUfoUmance 

PUogUam/applica 
Wion 
peUfoUmance 
(W\ping 
pUogUam-VWXdenW 
W\peV 60 Zpm, 
Ueading 
pUogUam-VWXdenW 
UeadV beloZ 
gUade leYel) 

X 

   

 
 
SWXdenW 
PUogUam 
MembeUVhip 

Academic oU 
e[WUacXUUicXlaU 
acWiYiWieV a 
VWXdenW ma\ 
belong Wo oU 
paUWicipaWe in 

 

   

 
SWXdenW SXUYe\ 
ReVponVeV 

SWXdenW 
UeVponVeV Wo 
VXUYe\V oU 
TXeVWionnaiUeV 

 



 

 

   

 
 

 
SWXdenW ZoUk 

SWXdenW 
geneUaWed 
conWenW; ZUiWing, 
picWXUeV eWc. 

 

OWheU VWXdenW 
ZoUk daWa - 

 

 
Categor\ of 

Data 

 
 

Elements 

Check 
if used 
b\ \our 
s\stem 

 Wo link paUenWV 
Wo VWXdenWV) 

 

   

PaUenW/GXaUdian 
Name 

FiUVW and/oU 
LaVW 

 

   

 
 

SchedXle 

SWXdenW 
VchedXled 
coXUVeV 

 

TeacheU nameV X 

   

 
 
 
 
 
 
 
 
 
 
 
 

 
Special 

IndicaWoU 

EngliVh 
langXage leaUneU 
infoUmaWion 

 

LoZ income 
VWaWXV 

 

Medical aleUWV 
/healWh daWa 

 

SWXdenW 
diVabiliW\ 
infoUmaWion 

 

Speciali]ed 
edXcaWion 
VeUYiceV (IEP oU 
504) 

 

LiYing ViWXaWionV 
(homeleVV/foVWeU 
caUe) 

 



 

 

OWheU indicaWoU 
infoUmaWion- 
PleaVe Vpecif\: 

 

   

 

SWXdenW ConWacW 
InfoUmaWion 

AddUeVV  

Email X 

Phone  

   

SWXdenW 
IdenWifieUV 

Local (School 
diVWUicW) ID 

X 



 

 
No SWXdenW DaWa CollecWed aW WhiV Wime . 
*ConWUacWoU Vhall immediaWel\ noWif\ LEA if 
WhiV 
deVignaWion iV no longeU applicable. 

 
OTHER: UVe WhiV bo[, if moUe Vpace needed 

 

 
Categor\ of 

Data 

 
 

Elements 

Check 
if used 
b\ \our 
s\stem 

 PleaVe Vpecif\:  

   

 
 
 
 
 

 
TUanVcUipW 

SWXdenW coXUVe 
gUadeV 

 

SWXdenW coXUVe 
daWa 

 

SWXdenW coXUVe 
gUadeV/peUfoUma 
nce VcoUeV 

 

OWheU WUanVcUipW 
daWa -PleaVe 
Vpecif\: 

 

 
 
 
 
 
 
 
TUanVpoUWaWion 

SWXdenW bXV 
aVVignmenW 

 

SWXdenW pick Xp   
and/oU dUop off   
locaWion 

 

SWXdenW bXV caUd 
ID nXmbeU 

 

OWheU 
WUanVpoUWaWion 
daWa -PleaVe 
Vpecif\: 

 

   

 
 

 
OWheU 

PleaVe liVW each 
addiWional daWa 
elemenW XVed, 
VWoUed oU 
collecWed b\ 
\oXU applicaWion 

 



EXHIBIT ³C´ 
 

DEFINITIONS 
 
Contractor: ​FoU pXUpoVeV of Whe SeUYice AgUeemenW, Whe WeUm ³ConWUacWoU´ meanV ConWUacWoU of             
digiWal edXcaWional VofWZaUe oU VeUYiceV, inclXding cloXd-baVed VeUYiceV, foU Whe digiWal VWoUage,            
managemenW, and UeWUieYal of pXpil UecoUdV. WiWhin Whe DPA Whe WeUm ³ConWUacWoU´ inclXdeV Whe              
WeUm ³ThiUd PaUW\ ConWUacWoU´ aV XVed in Whe SWXdenW DaWa PUoWecWion AcW and ³OpeUaWoU´ aV XVed                
in COPPA. 

 
De-Identified Information (DII): ​De-IdenWificaWion UefeUV Wo Whe pUoceVV b\ Zhich Whe           
ConWUacWoU UemoYeV oU obVcXUeV an\ PeUVonall\ IdenWifiable InfoUmaWion (³PII´) fUom EdXcaWion           
RecoUdV in a Za\ WhaW UemoYeV oU minimi]eV Whe UiVk of diVcloVXUe of Whe idenWiW\ of Whe                 
indiYidXal and infoUmaWion aboXW Whem. 

 
Education Records ​: EdXcaWional RecoUdV aUe official UecoUdV, fileV and daWa diUecWl\ UelaWed Wo             
a VWXdenW and mainWained b\ Whe Vchool oU local edXcaWion agenc\, inclXding bXW noW limiWed Wo,                
UecoUdV encompaVVing all Whe maWeUial kepW in Whe VWXdenW¶V cXmXlaWiYe foldeU, VXch aV geneUal              
idenWif\ing daWa, UecoUdV of aWWendance and of academic ZoUk compleWed, UecoUdV of achieYemenW,             
and UeVXlWV of eYalXaWiYe WeVWV, healWh daWa, diVciplinaU\ VWaWXV, WeVW pUoWocolV and indiYidXali]ed             
edXcaWion pUogUamV. FoU pXUpoVeV of WhiV DPA, EdXcaWion RecoUdV aUe UefeUUed Wo aV SWXdenW              
DaWa. 

 
Personall\ Identifiable Information (PII): ​The WeUmV ³PeUVonall\ IdenWifiable InfoUmaWion´ oU          
³PII´ haV Whe Vame meaning aV WhaW foXnd in U.C.A � 53E-9-301, and inclXdeV boWh diUecW                
idenWifieUV (VXch aV a VWXdenW¶V oU oWheU famil\ membeU¶V name, addUeVV, VWXdenW nXmbeU, oU              
biomeWUic nXmbeU) and indiUecW idenWifieUV (VXch aV a VWXdenW¶V daWe of biUWh, place of biUWh, oU                
moWheU¶V maiden name). IndiUecW idenWifieUV WhaW conVWiWXWe PII alVo inclXde meWadaWa oU oWheU             
infoUmaWion WhaW, alone oU in combinaWion, iV linked oU linkable Wo a Vpecific VWXdenW WhaW ZoXld                
alloZ a UeaVonable peUVon in Whe Vchool commXniW\, Zho doeV noW haYe peUVonal knoZledge of               
Whe UeleYanW ciUcXmVWanceV, Wo idenWif\ Whe VWXdenW ZiWh UeaVonable ceUWainW\. FoU pXUpoVeV of WhiV              
DPA, PeUVonall\ IdenWifiable InfoUmaWion Vhall inclXde Whe caWegoUieV of infoUmaWion liVWed in Whe             
definiWion of SWXdenW DaWa. 

 
Student Generated Content: ​The WeUm ³VWXdenW-geneUaWed conWenW´ meanV maWeUialV oU conWenW           
cUeaWed b\ a VWXdenW dXUing and foU Whe pXUpoVe of edXcaWion inclXding, bXW noW limiWed Wo, eVVa\V,                 
UeVeaUch UepoUWV, poUWfolioV, cUeaWiYe ZUiWing, mXVic oU oWheU aXdio fileV, phoWogUaphV, YideoV, and             
accoXnW infoUmaWion WhaW enableV ongoing oZneUVhip of VWXdenW conWenW. 

 
 
 
R277-487, Public School Data Confidentialit\ and Disclosure​: The implemenWing RXle          
aXWhoUi]ed b\ UWah ConVWiWXWion AUWicle X, SecWion 3, Zhich YeVWV geneUal conWUol and             
VXpeUYiVion oYeU pXblic edXcaWion in Whe BoaUd, and fXUWheU aXWhoUiWieV Whe BoaUd Wo make UXleV Wo                
eVWabliVh VWXdenW daWa pUoWecWion VWandaUdV foU pXblic edXcaWion, pXUVXanW Wo SXbVecWion 53E-9- 
302(1) of Whe UWah SWXdenW DaWa PUoWecWion AcW. 

 

 



Service Agreement ​: RefeUV Wo Whe ConWUacW oU PXUchaVe OUdeU Wo Zhich WhiV DPA VXpplemenWV 

 



and modifieV. 
 
School Official​: FoU Whe pXUpoVeV of WhiV AgUeemenW and pXUVXanW Wo 34 CFR 99.31 (B), a School                 
Official iV a conWUacWoU WhaW: (1) PeUfoUmV an inVWiWXWional VeUYice oU fXncWion foU Zhich Whe agenc\                
oU inVWiWXWion ZoXld oWheUZiVe XVe emplo\eeV; (2) IV XndeU Whe diUecW conWUol of Whe agenc\ oU                
inVWiWXWion ZiWh UeVpecW Wo Whe XVe and mainWenance of edXcaWion UecoUdV; and (3) IV VXbjecW Wo 34 
CFR 99.33(a) goYeUning Whe XVe and Ue-diVcloVXUe of peUVonall\ idenWifiable infoUmaWion fUom 
EdXcaWion RecoUdV. 

 
Student Data: ​SWXdenW DaWa meanV peUVonall\ idenWifiable infoUmaWion, ZheWheU gaWheUed b\           
ConWUacWoU oU pUoYided b\ LEA oU iWV XVeUV, VWXdenWV, oU VWXdenWV¶ paUenWV/gXaUdianV, WhaW iV              
deVcUipWiYe of Whe VWXdenW inclXding, bXW noW limiWed Wo, infoUmaWion in Whe VWXdenW¶V edXcaWional              
UecoUd oU email, fiUVW and laVW name, home addUeVV, Welephone nXmbeU, email addUeVV, oU oWheU               
infoUmaWion alloZing online conWacW, diVcipline UecoUdV, YideoV, WeVW UeVXlWV, Vpecial edXcaWion           
daWa, jXYenile dependenc\ UecoUdV, gUadeV, eYalXaWionV, cUiminal UecoUdV, medical UecoUdV, healWh           
UecoUdV, Vocial VecXUiW\ nXmbeUV, biomeWUic infoUmaWion, diVabiliWieV, Vocioeconomic infoUmaWion,         
food pXUchaVeV, poliWical affiliaWionV, UeligioXV infoUmaWion We[W meVVageV, docXmenWV, VWXdenW          
idenWifieV, VeaUch acWiYiW\, phoWoV, Yoice UecoUdingV oU geolocaWion infoUmaWion. SWXdenW DaWa Vhall            
conVWiWXWe EdXcaWion RecoUdV foU Whe pXUpoVeV of WhiV AgUeemenW, and foU Whe pXUpoVeV of UWah               
and fedeUal laZV and UegXlaWionV. SWXdenW DaWa aV Vpecified in ​E[hibiW ³B´ iV confiUmed Wo be                
collecWed oU pUoceVVed b\ Whe ConWUacWoU pXUVXanW Wo Whe SeUYiceV. SWXdenW DaWa Vhall noW              
conVWiWXWe WhaW infoUmaWion WhaW haV been anon\mi]ed oU de-idenWified, oU anon\moXV XVage daWa             
UegaUding a VWXdenW¶V XVe of ConWUacWoU¶V VeUYiceV. 

 
Subscribing LEA: ​An LEA WhaW ZaV noW paUW\ Wo Whe oUiginal SeUYiceV AgUeemenW and Zho               
accepWV Whe ConWUacWoU¶V GeneUal OffeU of PUiYac\ TeUmV. 

 
Subprocessor: ​FoU Whe pXUpoVeV of WhiV AgUeemenW, Whe WeUm ³SXbpUoceVVoU´ (VomeWimeV           
UefeUUed Wo aV Whe ³SXbconWUacWoU´) meanV a paUW\ oWheU Whan LEA oU ConWUacWoU, Zho ConWUacWoU               
XVeV foU daWa collecWion, anal\WicV, VWoUage, oU oWheU VeUYice Wo opeUaWe and/oU impUoYe iWV              
VofWZaUe, and Zho haV acceVV Wo PII. 

 
Targeted Advertising​: meanV pUeVenWing adYeUWiVemenWV Wo a VWXdenW ZheUe Whe adYeUWiVemenW iV            
VelecWed baVed on infoUmaWion obWained oU infeUUed oYeU Wime fUom WhaW VWXdenW'V online behaYioU,              
XVage of applicaWionV, oU VWXdenW daWa. TaUgeWed adYeUWiVing doeV noW inclXde adYeUWiVing Wo a              
VWXdenW (i) aW an online locaWion baVed Xpon WhaW VWXdenW¶V cXUUenW YiViW Wo WhaW locaWion; oU (ii) in                  
UeVponVe Wo WhaW VWXdenW¶V UeTXeVW foU infoUmaWion oU feedback, ZiWhoXW UeWenWion of WhaW VWXdenW¶V              
online acWiYiWieV oYeU Wime foU Whe pXUpoVe of WaUgeWing VXbVeTXenW adV. 

 
Utah Student Data Protection Act ( ​UWah TiWle 53E-9-301 WhUoXgh 53E-9-310 ​) ​: MeanV Whe            
applicable UWah UegXlaWionV UegaUding VWXdenW daWa, aV fXUWheU implemenWed b\ Whe SXpeUinWendenW            
pXUVXanW Wo R277-487. 

 



EXHIBIT ³D´ 
 

DIRECTIVE FOR DISPOSITION OF STUDENT DATA 
 
[Name oU DiVWUicW oU LEA] diUecWV [Name of ConWUacWoU] Wo diVpoVe of daWa obWained b\ 
ConWUacWoU pXUVXanW Wo Whe WeUmV of Whe SeUYice AgUeemenW beWZeen LEA and ConWUacWoU. The 
WeUmV of Whe DiVpoViWion aUe VeW foUWh beloZ: 

 
 
 
 

E[tent of Disposition 
 

DiVpoViWion Vhall be: 
 

PaUWial. The caWegoUieV of daWa 
Wo be diVpoVed of aUe aV folloZV: 

 
 

 

daWa. 
 

CompleWe. DiVpoViWion e[WendV Wo all caWegoUieV 
of 

 
 
 

 



 

Nature of Disposition 
 

DiVpoViWion Vhall be b\: 
 
 
 
 
 
 
 
 
 

 
Timing of Disposition 

 
DaWa Vhall be diVpoVed of b\ Whe folloZing 
daWe: 

  

DeVWUXcWion oU deleWion of daWa. 
 
 
 

TUanVfeU of daWa. The daWa Vhall be 
WUanVfeUUed aV VeW foUWh in an aWWachmenW Wo 
WhiV DiUecWiYe. FolloZing confiUmaWion fUom 
LEA WhaW daWa ZaV VXcceVVfXll\ WUanVfeUUed, 
ConWUacWoU Vhall deVWUo\ oU deleWe all 
applicable daWa. 
 
 
 

AV Voon aV commeUciall\ pUacWicable 
 

B\ (InVeUW DaWe)  
 

 
 
 
 
 
 
 
 

AXWhoUi]ed RepUeVenWaWiYe of LEA 
 

 
VeUificaWion of DiVpoViWion of DaWa 
b\ AXWhoUi]ed RepUeVenWaWiYe of 
ConWUacWoU 

 

DaWe 
 

 
DaWe 

 



EXHIBIT ³E´ 
                                                                           DELETED 

 

 


